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Abstract— This article presents an initial set of results from 

the IoT Lab European research project on crowd sourcing and 

Internet of Things (IoT). It gives an overview of the IoT Lab 

architecture for IoT and crowd sourcing integration, including 

the use of IPv6 as a global integration enabler. It continues by 

presenting the IoT Lab specific research model enabling 

multidisciplinary research and “crowd-driven research” 

exploiting the potential of the Internet of Things based together 

with richer end-user interactions.  

Keywords— Internet of Things, crowdsourcing, crowd-sensing, 

experiment, testbed as a service, pervasiveness, IPv6, 

interoperablity, multisdisciplinary research.  

I.  INTRODUCTION 

IoT Lab (www.iotlab.eu) [1] is a 3 years FP7 European 
research project on the Internet of Things and crowd sourcing 
supported by the European Commission. IoT Lab is developing 
a research platform that combines Internet of Things (IoT) 
testbeds together with crowd sourcing and crowd-sensing 
capabilities. It enables researchers to exploit the potential of 
crowdsourcing and Internet of Things testbeds for 
multidisciplinary research with more end-user interactions.  

On one side, IoT Lab approach puts the end-users at the 
centre of the research and innovation process. The crowd is at 
the core of the research cycle with an active role in research 
from its inception to the results’ evaluation. It enables a better 
alignment of the research with the society and end-users needs 
and requirements. On the other side, IoT Lab aims at enhancing 
existing IoT testbeds, by integrating them together into a 
testbed as a service and by extending the platform with crowd 
sourcing and crowd-sensing capacities.  

To achieve such aims, the IoT Lab focuses its research and 
development of the following objectives: 

 Crowdsourcing and crowd-sensing mechanisms and 
tools;  

 Integration of heterogeneous testbeds together; 

 Virtualization of testbed components and integration 
into a Testbed as a Service;  

 Testing and validating the platform with 
multidisciplinary experiments; 

 Research end-user and societal value creation through 
crowdsourcing; 

 “Crowd-driven research”.  

The project follows a multidisciplinary approach and 
addresses issues such as privacy and personal data protection 
through ‘Privacy by Design’ approach and built-in anonymity.  

Finally, the consortium is committed to maintain the 
platform beyond the duration of the project. A non-for-profit 
association has been established to jointly maintain the 
platform and make it available to the research community.  

II. INTERNET OF THINGS RESEARCH LIMITATIONS  

The Internet of Things will be massive and pervasive. It 
will play a growing role in many application domains, such as: 
environmental monitoring, transportation and mobility, waste 
management, energy efficiency and smart grid, water 
management, security, safety, assisted living, eHealth, etc.  
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When developing and researching new IoT-related 
applications and solutions, we need to address the usual 
technical requirements such as: scalability, reliability, Quality 
of Service, security, interoperability, portability, etc. Such 
requirements can be tested and validated in conventional 
research labs.  

However, an approach focused on technical requirements 
may lead to a missed target if the end-user perspective is not 
properly taken into account. In the IoT domain, end-user 
requirements are probably as much important as technical ones. 
Hence, understanding the end-user acceptance and satisfaction 
is critical. 

IoT Lab is developing a platform for researchers who need 
to address both dimensions. It enables them to test and deploy 
IoT interactions in public spaces, while collecting 
crowdsourcing and crowd-sensing inputs from end-users.  

III. TECHNICAL APPROACH 

A. Integrating IoT testbeds together through IPv6 

IoT Lab gathers several existing IoT testbeds, including: 

 The smart campus of the University of Surrey, in the 
United Kingdom [2]; 

 A smart building and a smart office testbed run by 
Mandat International in Geneva, in Switzerland [3]; 

 A sensor network testbed from the University of 
Geneva, in Switzerland [4]; 

 A sensor and actuator testbed from the CTI in Patras, 
in Greece [5]. 

Moreover, Mandat International is interconnected with 
several distant testbeds, including the smart city of Santander 
in Spain [6].  

These testbeds are heterogeneous in terms of architecture, 
deployments, and networking technologies. One of the first 
challenges for IoT Lab has been to overcome this 
fragmentation by integrating the various resources together into 
a homogeneous and consistent addressing scheme and data 
plane. 

B. Leveraging on IPv6 as an integration enabler  

Since 1982, the Internet has benefited from the stable 
Internet Protocol version 4 (IPv4) [7].  Unfortunately, however, 
IPv4 only has a limited addressing capacity of about 4 billion 
theoretical public addresses (and fewer in practice). This 
corresponds to less than one public IP address per living adult 
on Earth, and less than one IP address per set of 10 IoT devices 
by 2020. The growing allocation of public Internet addresses 
started to cause concerns, leading to restricted public allocation 
policies and the introduction of Network Address Translation 
(NAT) mechanisms to provide end-users with private (and 
sometimes volatile) addresses.  As a consequence, most users 
effectively became “Internet homeless”, unaware that they 
were sharing potentially volatile public Internet addresses with 
others.  

The continuous growth of the Internet convinced the IETF 
to design a new protocol with a larger addressing scheme, 
standardized in 1998 as the Internet Protocol version 6 (IPv6) 
[8]. IPv6 is based on an addressing scheme of 2

128
 bits, split in 

two parts: 2
64

 bits for the network address and 2
64

 bits for the 
host ID. IPv6 is now globally deployed and a growing number 
of Internet Service Providers (ISPs) is offering IPv6 
connectivity. 

Enabling an IoT mote to access the Internet through a NAT 
and a shared public addresses is still doable, but enabling the 
reverse connection where a service wants to access an IoT 
mote from the Internet is quite less efficient if the mote does 
not benefit from a unique public address. There is a rather large 
consensus in the IoT industry that we will reach over 50 Billion 
interconnected IoT devices by 2020 [9]. The exponential 
number of IoT devices to be connected highlights the inherent 
scalability limits of IPv4 as a global IoT addressing protocol. 

 

Figure 1: IPv4 Scalability Challenge 

UDG project [10] demonstrated the ability to integrate all 
sorts of heterogeneous IoT protocols into an IPv6 addressing 
scheme. Based on UDG results, the European research project 
IoT6 [11] designed a common IoT protocol pile based on IPv6 
and 6LoWPAN for heterogeneous IoT integration [12] [13] 
[14]. In [15], the authors applied IoT6 model to testbeds and 
demonstrated multiple testbeds integration through IPv6. This 
integration was based on testbeds using similar technologies 
and directly integrated through IPv6. 

In the case of IoT Lab, the problematic was more complex. 
The various testbeds were based on distinct technologies, with 
different levels of compliance with IPv6. Being distributed 
cross various countries, the corresponding ISP services offer 
was uneven too. We ended up with four distinct testbed 
profiles in terms of network configurations and connectivity, 
all to be integrated together: 

A. Local IPv6 integration with non-IP IoT devices: 

In this case (TB-A), the ISP constraints were avoided 
through a direct integration. However, the testbed included 
both IPv6 and non-IP IoT devices, using communication 
protocols such as KNX, ZigBee, EnOcean, BACnet and others. 
In order to integrate these heterogeneous devices, a UDG proxy 
has been used to generate consistent and scalable IPv6 
addresses to the legacy devices.  



B. Remote full end-to-end IPv6 compliance: 

In this case (TB-B), the testbed integration was achieved 
through end-to-end IPv6 integration, including 6LoWPAN end 
nodes directly parsed into IPv6 addresses. 

C. Remote IPv6 testbed through IPv4 ISP access: 

In this case  (TB-C), in order to overcome the lack of IPv6 
connection at the ISP level, the testbed integration has been 
performed through v6 in v4 end-to-end tunneling, with a very 
limited latency impact.  

D. Remote IPv4 testbed. 

Finally, one of the testbed was fully IPv4-based  (TB-D). In 
this context, we decided to use a UDG proxy on the server side 
to map IPv6 addresses on top of the local IPv4 addresses.  

The address definitions across the testbeds were maintained 
consistent by clearly separating the management of the Host ID 
on one side (IoT address) from the Network ID (Testbed 
address). This simple approach resulted in a consistent and 
highly scalable model, enabling the Testbed as a Service 
(TBaaS) to use a fully integrated and homogenized addressing 
scheme, including with mobile devices. 

 

Figure 2: IoT Lab IPv6-based Integration 

C. Crowdsourcing and Crowd-sensing Tool 

In the context of IoT Lab, the term “crowdsourcing” refers 
to direct interaction with the participants from the crowd 
through surveys and other forms of interactions; “crowd-
sensing” is understood as the interaction with the embedded 
sensors of the smart phones. In order to enable direct 
interactions with end-users, IoT Lab developed a dedicated 
smartphone application for crowdsourcing and crowd-sensing. 
This application enables end-users to share inputs and sensing 
data with researchers on a voluntary basis. The current version 
of the app is designed for Android environment and will be 
later extended to other smartphones. A public version of the 
application will be released in the last quarter of 2015 [16]. 

D. Virtualizing Resources with a Testbed as a Service 

In order to ease access and manageability, the IoT Lab 
resources are fully virtualized and integrated into a Testbed as 
a Service (TBaaS). This approach enables researchers to 
reserve resources for specific timeslots in order to perform their 
experiment. Beyond the conventional MySlice capacities, IoT 

Lab enables to select participants according to all sorts of 
criteria, including socio-economic profiles, ages and location. 

The TBaaS is largely aligned with the Fed4FIRE [17] 
architecture, including in terms of OML and Rspec 
specifications. This approach has been adopted for increased 
interoperability and for easier integration with other European 
testbeds in the future.  

 
Figure 3: IoT Lab ‘Testbed as a Service’ 

E. Tripple Integration Model 

IoT Lab is combining a triple integration model: 

 Heterogeneous testbeds integration, based on IPv6 
interconnection, proxy and aggregation; 

 End-users integration through crowd sourcing and 
crowd sensing capabilities via their smart phones; 

 Cloud integration with a Testbed as a Service 
enabling all IoT Lab resources virtualization with 
remote access and control from anywhere. 

 

Figure 4: IoT Lab Triple Integration 

F. Privacy by Design Approach 

Another key dimension of IoT Lab as a research project is 
its commitment to develop a fully privacy by design platform. 
It must find the right balance between the need for the 
researchers to access reliable and characterized resources, 
including socio economic profiles, while ensuring a complete 
compliance with the European standards in terms of personal 
data protection. By following a holistic approach, this effort 
has enabled the consortium to develop a fully privacy-



compliant platform by combining various methods, strategies 
and technology enablers.  

IV. TRIPPLE PARADIGM SHIFT 

A. Extending IoT Research to End-users 

Traditional IoT-related experiments are usually focused on 
the technical features and dimensions of IoT deployment. 
However, due to its ubiquitous and pervasive dimension, the 
IoT will require more and more end-user perspective to be 
taken into account. IoT Lab enables researchers to extend their 
experiments to this fundamental dimension: how are solutions 
accepted by end-users, where and what value they perceive in a 
given deployment, etc.   

B. Pervasive Experiments 

IoT Lab enables the researchers to perform experiments in 
all sorts of environments, including inter alias smart buildings 
and smart cities. A set of initial experiment has started to assess 
the potential of IoT and crowd sourcing to assess the level of 
smartness and sustainability of any city. This work is a direct 
contribution to the ITU Focus Group on Smart Sustainable 
Cities [17]. In other words, IoT Lab enables research to leak 
outside of traditional labs by exploring IoT deployments in real 
environment with real end-users providing real time feedbacks.  

C. Crowd-driven Research Model 

Finally, IoT Lab is enabling a new model of crowd-driven 
experiments. Its application will enable anonym participants to 
suggest research topics and to rank them. According to the 
results, the favorite ideas will be picked up by researchers and 
implemented. The results are expected to be shared with the 
participants (the crowd) in order to get their inputs and their 
assessment of the generated results.   

 

Figure 5: Crowd-driven Research Model 

 

V. ONGOING EXPERIMENTS AND OPEN INVITATION 

The expected IoT Lab impact is to support experimentally 
driven research, including multidisciplinary experiments. The 
initial version of the IoT Lab experimental platform is working 
and has been demonstrated at the World Summit on the 
Information Society (WSIS) [19]. 

At the present time, several experiments are in progress 
with targeted groups of end-users, including an experiment on 
energy efficiency in building, another one on a smart city 
deployment and the third one on the ITU Smart Sustainable 

Cities Key Performance Indicators (SSC KPI). Following an 
agile methodology, the first set of experiments enables the 
project to fine tune and to improve the designed tools.  

In September 2015, the IoT Lab smart phone application 
will be released to the public. The objective will be twofold: 

- Engaging the public (crowd) to join our community of 
participants to take art in experiments.  

- Inviting researchers to use the IoT Lab platform for 
their own experiments. Any interested research team is 
welcome to contact us. 

VI. CONCLUSION 

IoT Lab provides a completely new experimental 
framework combining IoT deployments together with 
crowdsourcing and crowd-sensing tools. Several IoT testbeds 
and a potentially unlimited number of end-users are integrated 
together in a centralized and ubiquitously accessible Testbed as 
a Service (TBaaS). The IoT Lab platform is now in its 
improvement and fine tuning phase and welcomes research 
projects interested to test it and join our effort to build a new 
experimental platform for the research community. 
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