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Introduction 
The Internet of Things (IoT) is rapidly emerging all around us. This is driven by a multitude of factors 
related to availability of standards, platforms, skills, processing power, low costs sensors and much more. 
The essential concept to understand is that not only the availability of these factors is critical to have 
success, so is the concept of availability of data. As we are constructing virtual models of the physical world 
and creating digital twins of products, the services and data of these must be available all the time. This 
places new requirements to the reliability of the products, networks, and cloud services, such that the value 
created by the IoT system is available, when the end clients need it. Hence, availability is a key driver for 
the IoT.  In this report a detailed look into the availability of the individual factors is described one by one.  
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Availability of IoT architectures 

 

Figure 1 Source: IoT-A D1.5 Final architectural reference model for the IoT v3.0. 

Not many years ago, when a new IoT concept was to be created and the system should be constructed, the 
designers had to start from scratch, or base it on previous experiences. However, in recent years many 
reference architectures have been created giving the designers a head start. These architecture deal with 
both concept, design, stakeholder inclusion, and operational challenges, such that the reader can quickly 
map the tasks needed to develop an IoT system, and understand the requirements put on each individual 
task. Therefore, the availability of reference architectures provides a de-risk of the development process and 
a faster time from idea to concept.  Among the reference architecture can be mentioned: 

- IoT-A Deliverable D1.5 Final architectural reference model for the IoT 
- ISO/IEC 30141:2018 Internet-of-Things(IoT) reference architecture 
- IIC: The Industrial Internet of Things, Volume G1: Reference architecture  
- IEEE P2413 Standard for an Architectural Framework for the Internet of Things (IoT). 

Each of these has their individual strengths and weaknesses, but common to them all is that they assist the 
developers in the development process for creating novel and state of the art IoT products and services.



Availability of standards 

 

Figure 2 Source: AIOTI WG3 (IoT standardization) - Release 2.6. 

An essential component in creating new technical solutions is standards. This also goes for the IoT. AIOTI 
has mapped the individual standard development organizations relevant to the IoT. In the figure above, it 
can be seen that many of these standards are available for the IoT. These provide common interfaces with 
respect to the basic connectivity and some of them all the way up to the semantic level, where also the 
meaning of the data transmitted is defined. This ensures that IoT devices and IoT services from multiple 
vendors can communicate with each other and are able to send and/or interpret the data in common 
formats. 

The above figure places the individual standard development organizations, in relation to each other, based 
on whether they are closer to the business-to-consumer or business-to-business market on the x-axis and 
the closeness to connectivity or service and application on the y-axis. Another mapping, which is relevant, is 
the division into different business sectors, or verticals as they are called in the IoT world. Here specific 
standards are created to be dedicated to specific application areas, such as the automotive, medical, 
industrial, farming, smart city, etc. 

Lastly, it is important to emphasize the different standard purposes. Where different standards are dedicated 
to  

- describe the reference architecture and development process (as described above)	
- basic technical interface interoperability such as data interfaces, wireless communication and 

protocols	
- organizational development and procedures for quality assurance	
- testing IoT systems for 	

o regulatory compliance to legally required parameters	
o ruggedness and reliability for long term installation.    	



Availability of platforms 

 

Figure 3 Source: Report on IoT platform activities – H2020 UNIFY-IoT project. 

In previous years building an IoT system required the system architect to build everything from scratch. The 
management of the individual devices, the storage of the data, the analysis models, and artificial intelligence 
for creating value from data. One of the major advances in IoT over the past decade has been the 
availability of a multitude of platforms, where most of this functionality is already prebuilt and available as a 
service or as open source software.  

There are multiple ways of investigating, which IoT platform is the right choice for you. A good starting point 
is shown in the above figure, which produces one way of differentiation between the different groups of 
platforms.  

The first group is the cloud centric platforms. These are the swiss army knife platforms that can support 
almost any service you can imagine. They excel in having a very large number of services and versatility in 
the use, which leads to a large degree of customization, which however also requires skills and time.  

The second group is the industry centric platforms. These are focused on the Industrial IoT applications, 
where an emphasis on integration with the industrial automation systems and connectivity to these are 
emphasized. 

The third group is focused on communications and communication management. These are focused on the 
wireless connectivity, operations and management of these networks.  

The fourth group is the device centric, which provides functions closely integrated with the embedded 
software on the devices and the edge computing functionality directly on the IoT devices, including firmware 
upgrade management. 

The fifth group is platforms developed targeting SMEs primarily for the domain of smart cities and end user 
services. Here, a large number of users are connected to the platforms and are easy to get started with to 
provide services the end costumers. An interesting point is that many of these are built using the cloud 
centric platforms 

The last group is the open source software. These have a multitude of applications like the cloud centric and 
have a high degree of adaptability. Often these are intended for premise backends, where it is hosted on 
your own server and the developers can modify the source code to the needs.   	



Availability of processing power 

 

Figure 4 source: http://www.singularity.com/charts/page71.html. 

The processing power of super computers, cloud servers and ordinary computer processors are still following 
Moore’s law. This means that the transistor density in integrated circuits doubles every approximately two 
years. This results in a larger processing power being available for scientific research, but also for ordinary 
industrial and consumer applications for the IoT. As the sensor prices have dropped, the number of sensors 
also increase and thereby the data, which is produced by these sensors, and as the connectivity solutions for 
the devices are also getting cheaper so does the data being available on the web. This facilitates centralized 
processing that also enables to search for correlations between multiple sensor data sources to aggregate 
the value from the single sensor. These data of course require storage, but also processing power to harvest 
the value hidden in correlating the data from multiple sources. In addition, the advances in processing 
algorithms such as artificial intelligence by using artificial neural networks and blockchain technologies 
processing distributed ledgers to validate transactions, requires substantial additional processing power.  

Previously, it was primarily possible to have simple threshold algorithms from a single sensor source, but as 
processing power in microcontrollers became more available in the 80’s and 90’s, it became possible to 
perform Fourier transforms such that spectral analysis could be used for instance for predictive maintenance. 
Here rules for decisions based on the individual frequencies was constructed by engineers, based on 
experience from a limited dataset and integrated into the product. Today, all the data is sent to a cloud 
server continuously. The cloud server then uses AI to construct optimum rules for the system, which can 
then be transferred back to the IoT device for optimized decision making. The advances in processing power 
both facilitates the AI on the cloud and supports the more complex algorithms on the IoT device itself, for 
edge computing.   	



Availability of services - IoT reshaping supply chain 
 

 

Figure 5 source: FORCE Technology IoT dashboard.  

As companies are adopting the IoT and start to provide services rather than only selling products, they move 
up in the value chain, but also become dependent on the data connections as part of their service delivery 
model. This means that the data becomes part of their supply chain of delivering value to clients. 

This however, also puts requirements to the data connectivity operations of the company. The connectivity 
must be uninterrupted or at least ensured that the devices has storage of data until the access of the 
devices is regained. Otherwise a claim from the clients can be made, as they have not been provided the 
service they have paid for. Hence, an analysis must be performed to evaluate the risk of loss of service 
based on outage scenarios.  

This also relates to the backend server or cloud infrastructure. Many cloud providers state 99.9 % 
operational stability and are also able to deliver this performance, but if a loss of operation occurs, many are 
only willing to compensate for the lost service time - not for the operational loss for the company using the 
service. Hence, the service level agreements of the company to their end clients must reflect the service 
level agreement of the cloud provider.    

It also requires that companies have internal procedures put in place to be the operator of external data. 
One area where this is very pronounced is the smart metering business, where the utility companies like the 
water, gas, or electricity supply company owns the data, but it is often stored and managed by the smart 
meter supplier. If a company is based solely on selling smart meters, this puts new requirements to the 
organization to provide a complete IoT service, as the supply companies do not want to build up these 
organizational resources internally. The companies able to provide this complete IoT service are those that 
are currently winning the tenders and contracts. Thus, it is essential to build skills internally that includes 
data as part of the supply chain for the value delivery.  



Availability of testing services 

     

     

Figure 6 Environmental testing. 

When placing a product on the market substantial testing is to be performed to ensure reliability and 
robustness in the operation of the device and to comply with regulatory requirements. This must be 
performed in relation to the essential use of the product, i.e. the function that the hardware is performing, 
and in relation to the intended environment.  

Many of the IoT devices have a wide need for mobility and are therefore designed as wireless devices. The 
large degree of mobility leads to a wider exposure to multiple environments and therefore making the 
hardware more challenged. For instance, the environment temperature becomes more extreme, when a 
device is used both indoors and outdoors, in containers heated by the sun, and refrigerators cooled to keep 
groceries fresh. Therefore, the testing conditions also need to be more extreme.  

In addition, many of these devices need to be low cost. Therefore, the physical interface such as displays, 
and status indicators, are kept to a minimum and the functionality of the device is happening in the cloud. 
Therefore, the performance monitoring must also occur in the cloud. As the technologies for the interfaces 
mature it has become possible to monitor the devices directly in the cloud and not just on the physical 
interfaces. This also has the advantage that the data (if erroneous) can be replayed and injected into the 
IoT platform for analysis of multiple sensors providing false data. 

      

 	



Availability of analysis systems 
 

 

 

 

 

 

 

 

 

 

 

 

 

Because the IoT standards, platforms and architectures are maturing, it is possible to create systems that 
can universally access the data from IoT systems based on these standards. This is facilitated by protocols 
such as MQTT and HTTPS through application programming interfaces (APIs) by a data subscription (left in 
Figure 7). This allows to create test systems that can monitor the performance of the sensors, the wireless 
communication, and the server operation. This includes statistics such as  

- Package outage: the number of data transmissions that are lost 
- Network throughput: the amount of data flowing in the IoT network 
- System latency: the time it takes for the data to reach the end user from when it is generated 
- Event/periodic stability: the load distribution over time of the network 
- Signal strength: the strength of the connectivity between the sensor and the gateway/server. 

One challenge of such system is the confidentiality of the data. As some of this can contain company critical 
information, it can be essential that the data is not possible to decrypt and decipher, when accessing the 
network for monitoring purposes. Therefore, an alternative approach can be necessary. This can include 
automatic detection of package arrival times, such that if the next package is not received at the expected 
time, it can be deduced that the package has been lost, and that it is then used for the package outage 
detection algorithm (bottom right corner in Figure 7). This is in particular a challenge, when the device has 
multiple processes running internally, such as one for monitoring temperature, one for vibrations, and one 
for user buttons. All these processes must be separated to be automatically detected, since they have 
different transmission intervals (top right in Figure 7). As an initial approach, the size of the packets can be 
used, since the different processes create packages of different sizes, and these can therefore be used to 
separate, which packages are coming from different processes.        

Figure 7 IoT dashboard. 



Availability of low cost wireless coverage 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

When connecting a device to the internet 10 years ago, the price of a wireless subscription was substantial 
and therefore, the value created from each connection had to be substantial to connect the device to the 
network and thereby internet. Due to this, many systems were created as simpler Machine-to-Machine(M2M) 
connections with wireless communication in the unlicensed frequency, such that only a few devices were 
connected to each other locally – or not connected at all. Today, the emergence of low power wide area 
network technologies has caused the prices of such subscriptions to drop significantly, such that it today is 
possible to connect a device for only one to two Euros per year. These have obtained significant coverage in 
many areas, and one example of the coverage in Europe for the SigFox technology is seen in the left of the 
figure above. Some operators also offer a subscription free connectivity solution, where the system owner 
only pays for the data transmitted, and not for the time the connectivity is offered as a service. When very 
low volumes are transmitted such as for alarms or sensors that only transmit, when a threshold is exceeded, 
this can be an advantage. It also has the advantage that when the devices are in stock at the warehouse 
before being shipped to the customers, there is no charge from the connectivity provider. Hence, the 
availability of low cost subscriptions is one of the key enabling factors for the emergence of IoT systems, as 
the requirements to the initial business case earnings per device connectivity is lower than previously. This 
allows companies to launch a cheaper minimum viable product and based on this explore possible additional 
services and value creation as an explorative process.     

Figure 8 Source: Left: Sigfox.com, right: onomondo.dk. 



Availability of components 

 

Figure 9 source: https://idemolab.madebydelta.com/idemobits/ Idemobit components. 

An essential driver for the IoT is the components for the IoT devices. This contains primarily two parts in the 
development. One is the price drop in sensors, and the second is the availability of sensor types.  

In the past decade, the cost of sensors has dropped to about 50 % of the original price point. This has been 
driven by the cell phone industry, which has introduced a steadily increasing number of sensors in 
smartphones. This includes temperature sensors, accelerometers, gyro positioners, GPS location sensors, 
ambient light intensity sensors, and many more. As this is a large volume market, the large-scale 
manufacturing of sensors has dropped the price of manufacturing these. And as these sensors can also be 
used in IoT devices, they also gain the benefit of the cost drop. 

The multitude of sensors is also increasing. The advances in MEMS sensors and processing principles have 
increased the number of sensor types available for the IoT. This includes advanced sensors like molecular 
sensors using spectroscopy, air quality sensors, inclinometers with high precision air pressure sensors, LiDAR 
using laser mapping of flows and surfaces, and fingerprint sensors. One particularly interesting type of 
sensors is the processing of sound and vision sensors, i.e. microphones and cameras. In the data streams 
from these sensors, patterns can be detected to “sense” the presence of objects or events. For instance, by 
analyzing the audio recorded by a microphone, it is possible to detect sirens, bird tweets and traffic noise, 
which can be used to sense the presence of ambulances, birds, or the number of cars driving by, all based 
on deductive sensing principles. Even further, by analyzing the change in the pitch of the sound as the 
ambulance drives by (the doppler shift), the speed of the ambulance can also be detected.    	



Availability of functions on the device 

 

Figure 10 Source: M. Bistrovic, Computer vision application for early stage smoke detection on ships. 

The IoT is to a large degree about modularity and the use of software combined with existing hardware to 
create new services to the end clients. In this way, the data becomes part of the supply chain for the value 
creation in the business. As an example, the above pictures show the algorithm that has been developed by 
university researchers. Here the video feed from ordinary webcams can be used to detect smoke in the 
visual feed. On the left, the original picture is shown, and on the right, the white area shows the location of 
the smoke. This has a multitude of outcomes. 

- The algorithm can be implemented as a web service that can retrieve the data from webcams and 
report the presence of smoke, making this web service a smoke detector based on software. 

- The algorithm can be implemented as embedded software on the webcam making the webcam a 
smoke detector, but also changing the data produced by the webcam from a video feed to a smoke 
data feed.  

- The smoke detector, located on the webcam or as a cloud service, can provide additional 
information about the location and the volume of the smoke compared to the traditional sensors. 

- The smoke detector functionality may or may not be more accurate than existing smoke detectors 
on the market, and can be implemented without additional hardware, if the surveillance camera 
coverage of the webcams is sufficient. 

- The security company delivering services of monitoring the surveillance camera now also can 
provide fire alarm services. 

The challenge is that by introducing the algorithm, the essential use of the hardware, which is unaltered, 
now becomes a new service that must still function correctly even after the increased temperature 
associated with fire – an environmental requirement that the webcam manufacturers is not aware of, if 
developed by a third party.  

Similar algorithms exist for tracking of people flow through a store, monitoring how many people are present 
in a concert hall. The essential part is that it is now continuous services that are provided from the webcam 
to the end clients, which is often subscription based and now becomes part of the business service creation. 
Therefore, the IoT service and data become part of the supply chain in delivering the services and therefore, 
the earnings of the company that used to only have hardware components in the supply chain.       	



Availability of trustworthy data 

 

Figure 11 https://asic.madebydelta.com/products/thor/. 

As the number of devices increase in IoT ecosystem, companies are exploring how to create web-based 
services from the data created by the IoT systems. Either from systems developed and/or deployed by the 
company itself, or from third party systems that supply the data through a web service. When building a 
web service based on IoT data, the golden rule is garbage in – garbage out. If the data flowing into the web 
service is rubbish, then the service conclusion will be similarly poor. Therefore, the trustworthiness of the 
data is essential and can be seen in the veracity category of the 5 V’s of big data: Volume, Velocity, Veracity, 
Variety and Value. Here veracity can again be split up into multiple focus areas:  

- Accuracy: Describes how closely the sensors are able to sense the data parameters compared to the 
actual physical value. This can both be with respect to systematic accuracy such as the calibration of 
the sensor and the random noise, which is related to the quality of the sensor.	

- Authenticity: Describes the relation by the supplying IoT system and the system that uses the data. 
I.e. if it can be verified that the sensor data has not been altered from the source and that the 
identification of the source is unique.	

- Origin reputation: This is usually related to the company building the IoT network and their sub-
suppliers such as sensor providers, network operators and cloud service providers. That is that the 
source of the data can be trusted today and in the lifetime of the system.	

- Accountability: Does the organization that provides the data guarantee the validity and service level 
of their data? Are they willing to cover any operational loses, if the data is incorrect or delayed?  	

As more and more standards are starting to require certifications for the IoT devices that also requires 
metadata about the above parameters related to the data, the availability of trustworthy data is steadily 
increasing. An example is the Continua design guidelines provided by personal connected health alliance. 



Availability of online access 

 

Figure 12 source: https://ec.europa.eu/digital-single-market/en/desi. 

Denmark is according to the Digital Economy and Society Index (DESI) the most digitalized country in 
Europe. This is based on an evaluation of a weighted score comprised of a combination of 5 different areas, 
where many of these also have a strong impact on the adoption of IoT. 

Connectivity is a score that maps the fixed and mobile broadband connectivity for citizens and 
organizations. For the IoT, this is essential as it supports both the connectivity of the IoT devices, but also 
the connectivity to additional internet sources of data. 

Human capital is the adoption of internet use and the skills using the internet. This has an impact on IoT, 
as it relates closely to the ease of rolling out new services to consumers and companies, as the skills of the 
end users allow widespread adoption without the need to educate the average user in basic skills. 

Use of internet services is how well the citizens use the content available on the web and contribute to 
communication and transactions. This is essential for the IoT, as it allows to build on the trust, already 
established to internet-based services. 

Integration of digital technology is related to the business digitization and e-commerce. In relation to 
IoT, the digitization of business allows for integration of the IoT devices and services directly to an existing 
infrastructure, such as basic e-mails and SMS services, but also more advanced systems such as Enterprise 
resource planning systems (ERP) and manufacturing execution systems (MES) for the industry 4.0 
applications. 

Digital public services describe the level of digitization of the public sector, such as availability of datasets 
for the public sector and the adoption of eGovernment and eHealth. It is essential, as IoT services can be 
enhanced, as the IoT services integrate data from the public systems. For instance, in an IoT solution for the 
automotive industry, the national motor vehicle registration database can be used to look up the exact 
brand, model and history of the car that the device connects to, by a data request to the database based on 
the registration number of the car.  	



Availability of redundancy 

 

Figure 13 Source: Aalborg University MassM2M group, Department of electronic systems. 

The reliability of IoT systems is essential to ensure long term success of the system. This encompasses all 
aspects of the IoT system, from sensors to gateways to connectivity to cloud to user interfaces. An easy way 
to obtain reliability is redundancy. I.e. duplicating the individual components such that a failure in a single 
component does not compromise the system performance, since the duplicate component takes over in 
sensing, transferring, analyzing or presenting the data. As the prices for the individual system components is 
dropping, so is the cost of adding redundancy.  

An example is the above depiction of adding redundancy in the communication. This is based on research 
from Aalborg University, where they have investigated the reliability of the communication connection by 
having redundancy in fiber line communication and two cellular network technologies - HSDPA and EDGE, 
also known as 2.5 G and 3 G as function of the latency requirements. On the left it can be seen that the 
reliability as standalone communication is best for fiber, and then HSDPA and lastly edge. On the right, it 
can be seen that by combining the fiber with one or both of the cellular standards, the reliability increases, if 
a latency can be tolerated. Thus, adding wireless communication to a wired interface like fiber 
communication can increase the reliability of the link. 

The downside of redundancy is naturally that the errors must be uncorrelated. I.e. if the reliability of both 
components is limited by the availability of power from the mains grid, then the redundancy does not add 
additional reliability, but if the errors are uncorrelated such as congestion and packet collisions in either one 
or the other network, then a very high degree of reliability can be obtained. 

  	



Availability of skills and Ecosystem 

  

 

                          

As the IoT technologies are maturing, so are the companies implementing solutions. In the Nordic IoT 
Centre we have a range of partners that have a vast experience in developing IoT devices, services, 
solutions, business concepts, user experience, connectivity, and much more. In other words, an ecosystem 
has become available for companies that want to explore IoT and IoT solutions. Often the best innovation 
does not come from creating new technology, but by introducing existing technology in new markets. By 
using the ecosystem, it becomes possible to rely on the experience from similar projects and reuse the 
modules, concepts, and building blocks that have already been discovered.   



Availability of cases to learn from 
 

 

  

 

 

Figure 14 source: https://nordiciot.dk/partners/ 

As IoT solutions are being adopted in the industry, cities and public organizations - a multitude of 
inspirational sources are starting to become available. Through the partners in Nordic IoT Centre a selection 
of cases has been gathered such that it becomes possible to learn from the experience of others. These 
range from IoT enabled products that enable services directly to the end clients to emergency response and 
predictive maintenance. The major use cases of IoT can be segmented into the following: 

• Predictive and preventative maintenance 
• Universal remotes 
• Collecting digital oil 
• Fleet management 
• Swarm data collection and massive machine to machine 
• Service model from remote data 
• Over-the-air firmware updates. 


