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Introduction 
Self-assessment is a way of ensuring the top company policies and quality goals reach the bottom company 

processes and controls. Verifies different risk areas are being managed. It also provides feedback for the 

CXO level, where to focus on improving.  

To perform a self-assessment, it’s necessary to identify the “owners” of the different parts of the system. 
The owners are the women and men closest to the critical points and holds the biggest amount of 

knowledge about what works and what doesn’t work, when processes are changed. The different owners 

assess their part and fill the answers in the overall assessment report.  

 

 

 

The Trust Assurance Guideline for IoT systems is intended to support the development, integration and 

documentation of trusted IoT modules, such that users (consumer or B2B) can trust the intended operation 

of the modules. 

The guideline combines Regulatory Requirements, Functional Requirements and in relation to that, 

Environmental Requirements. Such that trustworthy operation and installation is more likely for large scale 

deployments of IoT systems. The scope for ”IoT Trust Assurance Guideline” is a common way to assess 

Reliability, Availability, Integrity and information, taking into account Compliance to International Standards 

and best practice in large scale IoT deployments.  

The process for self-assessment is based on the two standards ISO IEC 27034, 30149 and 30141 and in 

extension includes specific identification of Risks associated with Environmental and Functional 

Requirements. Thus the guideline ensures a full review of the module, in relation to trustworthiness related 

Risk factors.  Based on the above the self-assessment includes the following phases: 

 

Management

System part 

owners
Report

Disperse questions 

to owners 

Questions are 

answered, and put 

in an overall report 

Report is handed 

back to 

management 
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Intended Use:  

Describe functionality and Definition of Category(s) for which the unit is applicable. Describe the intended 

vertical(s): Consumer, Automotive, Industrial, Medical, Maritime, Military, Space. Define the Ports of the 

device: AC, DC, Wireless Charging, Signal, RF etc. Intended use of the product gives a context to the 

questions in the guideline. 

Load Tree: 

Identify all applicable environmental and functional parameters by reviewing the intended use in relation to 

the parameter from the Load Tree. Describe the actions taken in the Development process to ensure 

Trustworthiness for each item. Describe the Risk associated with the parameter if applicable.  

The load tree is divided in 5 levels: 

• Level 1: Family of categories 

• Level 2: Categories 

• Level 3: Parameters 

• Level 4: Sub-parameter (detail) 

• Level 5: Questions 

 

Level 5 is the question and it’s what the checklist is made of. 

To find the most relevant questions, go through the load tree and find the applicable loads for your product. 

The relevant questions can be found in the list following in this document. 

Here’s a section of the load tree with physical environmental loads. Identify which of these loads is 

applicable to your product and focus on those questions first. 



 

7 

 

Full load tree seen in appended document. 

Applicable Risks: 

Add the Applicable risks to a list (excel sheet), assign Risk Numbers, and ensure that these numbers have 

traceability through (Design Descriptions – Concept Reports – Specifications – Test Reports) for convenience 

Risk Mitigation Process:  

Conduct the Risk Mitigation for each Risk and ensure the resulting status will comply to the Risk Policy 

defined by the company. 
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Physical environmental loads 

Exposed to vibration 

ID Parameter Evaluation Residual risk Tags Level 

1.1 Is the IoT module 
exposed to vibration 

during operation. 

Vibration may 
originate from the 

module being mobile 
or mounted on tubes, 

reciprocating 
machinery, or on light 

walls near slamming 

doors etc.? 

  #Device 1 

1.2 Has vibration test 

been performed? (If 

yes, please 
document) 

  #Device 1 

1.3 Has calculation of 
dynamic response 

(behavior with 

respect to vibration) 
been performed by 

e.g. simple 
calculations, RC 

modelling, FEM - 

Finite Element Models 
etc.? (If yes, please 

document) 

  #Device 3 

1.4 Is the vibration level 

of use 

environment/test 
defined? 

  #Device 2 

1.5 What is the expected 

vibration level 

  #Device 2 

1.6 Is the frequency 

range of use 
environment/test 

defined? 

  #Device 3 

1.7 What is the frequency 
range 

  #Device 3 

1.8 Answer only if yes to 

1.1:  
Is the mounting of 

the component e.g. 

mounting bracket, 
screws, stays etc. 

sufficiently stiff to 
avoid amplification of 

the vibration 
experienced by the 

cabinet? 

  #Device 3 
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1.9 Answer only if yes to 
1.1:  

Is the mounting of 
the component e.g. 

mounting bracket, 
screws, stays etc. 

sufficiently strong to 

carry 10 to 20 times 
the weight of the 

component? 

  #Device 3 

1.10 Answer only if yes to 
1.1: 

Is the 
structure/cabinet 

including front door 
hinges and locking 

mechanisms 

sufficiently strong to 
withstand vibration? 

  #Device 3 

1.11 Answer only if yes to 

1.1: 
Is the 

structure/cabinet 
sufficiently stiff to 

avoid amplification of 
the vibration 

experienced by the 

mounting plate or 
PCBA? 

  #Device 3 

1.12 Answer only if yes to 

1.1: 
Is the mounting plate 

sufficiently strong to 
withstand vibration? 

  #Device 3 

1.13 Answer only if yes to 

1.1: 
Is the mounting plate 

sufficiently stiff to 
avoid amplification of 

the vibration 

experienced by the 
PCBA? 

  #Device 3 

1.14 Answer only if yes to 

1.1: 
Is the mounting of 

the PCBA sufficiently 
strong to withstand 

vibration? 

  #Device 3 

1.15 Answer only if yes to 
1.1: 

Is the PCBA mounting 
sufficiently stiff e.g. is 

the distance between 

mounting points 
sufficiently short to 

  #Device 3 
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avoid amplification of 
the vibration 

experienced by the 
components? 

1.16 Answer only if yes to 

1.1: 
Is the PCBA 

sufficiently strong to 
withstand vibration? 

  #Device 3 

1.17 Answer only if yes to 

1.1: 
Are heavy/large 

components 
sufficiently 

supported? 

  #Device 3 

1.18 Answer only if yes to 
1.1: 

Are large IC 

(integrated circuits) 
situated near the 

middle of the PCBA 
with the PCBA 

deflecting 
significantly and thus 

inducing cracks in 

leads/ solderings? 

  #Device 3 

1.19 Answer only if yes to 

1.1: 

Are components 
situated on the PCBA 

with the body of the 
components fixed to 

structural parts and 

thus inducing cracks 
in leads/solderings? 

  #Device 3 

1.20 Answer only if yes to 
1.1: 

Are connectors on 

PCBA sufficiently 
secured? 

  #Device 3 

1.21 Answer only if yes to 

1.1: 
Have connectors and 

placement of 
connectors been 

chosen that are not 
susceptible to fretting 

corrosion? 

  #Device 3 

1.22 Answer only if yes to 
1.1: 

Are the electrical 

wires sufficiently 
relieved? 

  #Device 3 
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RF Circuit 

ID Parameter Evaluation Residual risk Tags Level 

2.1 Does the module 

contain any RF Circuits 

? 

  #Device 

#Network 

1 

2.2 Have you composed a 

list of all RF Circuits? 

  #Device 

#Network 

1 

2.3 Is the module 

compliant to the radio 

directive, 

Document it? 

  #Device 

#Network 

 

2.4 Can the RF Circuits 

coexist with other RF 

devices? 

  #Device 

#Network 

2 

2.5 Is the mean time 

between failures time 

known, 

If yes, document it? 

  #Device 

#Network 

2 

2.6 Has the RF 

performance been 

tested in a realistic 

environment? 

  #Device 

#Network 

1 

2.7 Can the lifetime of the 

module be affected by 

the intented use? 

  #Device 

#Network 

1 

 

Water 

ID Parameter Evaluation Residual risk  Level 

3.1 Is the module exposed 

to water during the 

intended use? 

  #Device  1 

3.2 Is the IP class 

defined? 

  #Device 1 

3.3 Does the water 

exposure in any way 

affect the lifetime? 

  #Device 2 



 

12 

3.4 If yes, in which way?   #Device 2 

3.5 Does Temperature 

cycle vs. moisture 

affect the lifetime? 

  #Device 3 

3.6 If yes, in which way?   #Device 3 

 

Dust 

ID Parameter Evaluation Residual risk Tags Level 

4.1 Is the module 

exposed to dust 

during intended use? 

  #Device 1 

4.2 Is dust harmful to the 

Module? 

  #Device 2 

4.3 Does the dust 

exposure in any way 

affect the lifetime? 

  #Device 2 

4.4 If yes, in which way?   #Device 2 

4.5 Is appropriate 

cleaning part of the 

manual? 

  #Device 1 

4.6 If yes, define the time 

interval for cleaning? 

  #Device 1 

 

Chemistry 

ID Parameter Evaluation Residual risk  Level 

5.1 Is the module 

exposed to chemistry 

during intended use? 

  #Device 1 

5.2 Has the module been 

designed to be 

resistive to chemistry 

exposure? 

  #Device 1 

5.3 Is chemistry harmful 

to the Module? 

  #Device 1 
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5.4 Does Chemistry 

exposure in any way 

affect the functionality 

during intended use? 

  #Device 1 

5.5 If yes, document?   #Device 1 

5.6 Does chemistry 

exposure in any way 

affect the lifetime? 

  #Device 1 

5.7 If yes, document?   #Device 1 

 

Coexistence 

ID Parameter Evaluation Residual risk Tags Level 

6.1 How many modules 

can be installed 

together, document? 

  #Device 

#Network  

 

6.2 By installing the stated 

number is it possible 

to introduce RF 

interference, 

document? 

  #Device 

#Network 

 

6.3 Does the stated 

number introduce heat 

problems? 

  #Device 

#Network 

 

6.4 Does coexistence 

introduce performance 

reduction vs. intended 

use? 

  #Device 

#Network 

 

6.5 Can coexistence affect 

lifetime, document? 

  #Device 

#Network 

 

 

Shock (Mechanical & Thermal) 

ID Parameter Evaluation Residual risk Tags Level 

7.1 Is the module 

resistant to shock? 

  #Device 1 

7.2 Does the module have 

a mounting 

  #Device 1 
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description to resist 

Mechanical Shock? 

7.3 Define expected 

number of Mechanical 

cycles before failure? 

  #Device 2 

7.3 Has the module been 

designed with proper 

Thermal margin in 

order to resist 

Thermal Shock, 

document? 

  #Device 2 

7.4 Define expected 

number of Thermal 

cycles before failure? 

  #Device 2 

 

Expected Lifetime 

ID Parameter Evaluation Residual risk Tags Level 

8.1 Has the expected 

lifetime been 

considered in respect 

to the appropriate 

loads, document? 

  #Device 1 

8.2 Is the lifetime 

considered by using 

the MTBF or the MTTF 

method? 

  #Device 3 

8.3 Note the expected 

lifetime of the 

module? 

  #Device  

8.4 Is a failure harmful to 

the user of the 

Module? 

  #Device 2 

8.5 Is a failure harmful to 

the expected 

environment for 

intended use? 

  #Device 2 
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Component Stress for Intended use (Electrical & Mechanical Design) 

ID Parameter Evaluation Residual risk Tags Level 

9.1 Does the module 

contain any 

mechanical movable 

parts? 

  #Device 1 

9.2 If yes, define number 

of movements before 

failure? 

  #Device 1 

9.3 Does the module have 

electrical components 

exposed to voltage, 

current or effect (W) 

close to or above 

maximum ratings? 

  #Device 2 

9.4 If yes, how many?   #Device 2 

9.5 Define the lifetime of 

the module from an 

electrical point of 

view, document? 

  #Device 2 

 

Vibration (Mechanical Design) 

ID Parameter Evaluation Residual risk Tags Level 

10.1 Describe the intended use 

vs. vibration, 

document/specification? 

  #Device 1 

10.2 Does the module have 

multiple mounting 

options/document vs. 

vibration? 

  #Device 2 

10.3 Has the module been 

designed with proper 

mechanical mounting points 

in order to resist vibration, 

document? 

  #Device 2 
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10.4 Define expected number of 

Mechanical cycles before 

failure? 

  #Device 2 

10.5 Large components like 

batteries, speakers etc. are 

they securely fastened, from 

a vibration point of view?  

  #Device 3 

 

Thermal (Electrical & Mechanical Design) 

ID Parameter Evaluation Residual risk Tags Level 

11.1 Is the intended use vs. 

Thermal range within 

specification? 

  #Device 1 

11.2 Does the module have 

electrical components 

that when exposed to 

high temperature gets 

beyond maximum 

ratings? 

  #Device 2 

11.3 Does Temperature cycle 

affect the intended use? 

  #Device 2 

11.4 Does Temperature cycle 

vs. moisture affect the 

lifetime? 

  #Device  

11.5 If yes, in which way?   #Device  

 

Moisture (Electrical & Mechanical Design) 

ID Parameter Evaluation Residual risk Tags Level 

12.1 Is the module resistant 

to moisture? 

  #Device 1 

12.2 Does the intended use 

describe 

indoor/outdoor use, 

document? 

  #Device 1 

12.3 Has for ex. Sunlight – 

freezing temperatures 

in the night, high 

  #Device 3 
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power dissipation vs. 

low power dissipation 

been considered 

together with high IP 

class? 

12.4 Does moisture 

exposure in any way 

affect the functionality 

during intended use? 

  #Device 2 

12.5 Does the moisture 

exposure in any way 

affect the lifetime? 

  #Device 2 

12.6 If yes, document?   #Device 3 

 

Physical functional loads 

Interface 

ID Parameter Evaluation Residual risk Tags Level 

13.1 Does the module 

contain any 

mechanical or 
electrical 

interfaces? 

  #Device 1 

13.2 What type of 

interfaces is on/in 

the module 

 N/A #Device 1 

13.3 Does the interfaces 

wear down over 

time? 

 N/A #Device 2 

13.4 What is the 

expected number 
of cycles or 

otherwise use of 

the interfaces? 

  #Device 2 

13.5 Have you 

considered the 

lifetime of the 
interfaces in 

relation to the 
intended use and 

lifetime of the 
module? 

  #Device 3 

13.6 Are the interfaces 

tested in relation 
to the lifetime of 

the module? If yes, 

document it 

  #Device 3 
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Usability 

ID Parameter Evaluation Residual risk Tags Level 

14.1 What parts of the 

system interacts 
or affects the 

usability? 

  #Device 

#UI 

1 

14.2 Have the module 
been usability 

tested, with 

realistic users. 

  #Device 
#UI 

1 

14.3 Did the design 

process follow any 

UX design 
methods? 

  #Device 

#UI 

2 

 

Actuator cycles 

ID Parameter Evaluation Residual risk Tags Level 

15.1 Does the module 
contain any system 

operated 

mechanical 
actuators? 

  #Device  1 

15.2 What type of 

actuators? 

  #Device 1 

15.3 Does the actuators 

wear down over 
time? 

  #Device 1 

15.4 Is that time frame 

known? 

  #Device 2 

15.5 What is the 
expected number 

of cycles or 
otherwise use of 

the actuator? 

  #Device 2 

15.6 Have you 
considered the 

lifetime of the 
actuator in relation 

to the intended 

use and lifetime of 
the module? 

  #Device 3 

15.7 is the actuator 
tested in relation 

to the lifetime of 

the module? If yes, 
document it 

  #Device 3 

 

Mechanical sensor cycles 

ID Parameter Evaluation Residual risk Tags Level 

16.1 Does the module 

contain any system 

  #Device 1 



 

19 

operated 
mechanical 

sensors? 

16.2 What type of 

sensors? 

  #Device 1 

16.3 Does the sensors 
wear down over 

time? 

  #Device 2 

16.4 Is that time frame 
known? 

  #Device 2 

16.5 What is the 

expected number 
of cycles or 

otherwise use of 
the sensor? 

  #Device 2 

16.6 Have you 

considered the 
lifetime of the 

sensor in relation 
to the intended 

use and lifetime of 

the module? 

  #Device 3 

16.7 Is the sensor 

tested in relation 

to the lifetime of 
the module? If yes, 

document it 

  #Device 3 

 

Margin of failure 

ID Parameter Evaluation Residual risk Tags Level 

17.1 Are the different 

margins of failure 

defined? 

  #Device 

#Network 

#Server 
#UI 

2 

17.2 Are the margins 

specified in the 
documentation? 

  #Device 

#Network 
#Server 

#UI 

3 

 

Failstates 

ID Parameter Evaluation Residual risk Tags Level 

18.1 Does the module 

have any failure 

handling? 

  #Device 

#Network 

#Server 
#UI 

1 

18.2 Does the module 

let the operator 
know it failed? 

  #Device 

#Network 
#Server 

#UI 

1 

18.3 Does the module 

go in to a safe 

mode? 

  #Device 

#Network 

1 
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#Server 
#UI 

 

Installation 

ID Parameter Evaluation Residual risk Tags Level 

19.1 Is the module 
installed inside? 

  #Device 
#Network 

1 

19.1.1 Is the module 

tested in a realistic 
installation 

environment? 

  #Device 

#Network 

1 

19.1.2 Does the module 
comply with RED to 

indoor use? 

 Some radio 
frequencies are 

limited in 
transmission 

power for indoor 

use. 

#Device 
#Network 

2 

19.1.3 Have you 

considered the 

pathloss is different 
from line of sight? 

  #Device 

#Network 

2 

19.1.4 Is the module 
installed near any 

metals or other 

carbon rich 
materials? 

  #Device 
#Network 

3 

19.2 Is the module 

installed outside? 

  #Device 

#Network 

1 

19.2.1 Is the module 

weather proof?  

  #Device 

#Network 

2 

19.3 Have the function 
of the module been 

verified after 
installation? 

  #Device 
#Network 

1 

 

Virtual environmental loads 

Communication Protocol 

ID Parameter Evaluation Residual risk Tags Level 

20.1 Is the 

communication 
protocol 

standardized? 

  #Device 

#Network 

2 

20.2 Is the 
communication 

protocol 
proprietary?  

 Risk of poor 
documentation 

and even function 

#Device 
#Network 

2 

20.3 Is the structure of 

the protocol 
documented? 

  #Device 

#Network 

3 
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20.4 If it’s a proprietary 
protocol, are the 

benefits 
documented 

  #Device 
#Network 

2 

20.5 Are the data 

encrypted? if not, 
why? 

  #Device 

#Network 

1 

 

API 

ID Parameter Evaluation Residual risk Tags Level 

21.1 Is every function of 

the API 
documented? 

  #Server 2 

21.2 Is it password 
protected? 

  #Server 
#UI 

1 

21.3 Are there any other 

user control? 

  #Server 

#UI 

2 

21.4 Is the usage 
logged? 

  #Server 
#UI 

2 

 

Interoperability 

ID Parameter Evaluation Residual risk Tags Level 

22.1 The different 
parties accessing 

the data, do they 

know what they’re 
looking at? 

  #Server  2 

22.2 Are the descriptive 

meta data sufficient  

  #Server 2 

 

22.3 Is the data 

structured and 
designet to fit 

Minimal 

Interoperability 
Mechanisms 

  #Server 2 

 

Data Redundancy 

ID Parameter Evaluation Residual risk Tags Level 

23.1 If data is lost, does 

the module have 
any data 

redundancy? 

  #Device 

#Server 

1 

23.2 Is the redundancy 

secure in a way 

that it wont break 
down along the 

primary data link? 

  #Device 

#Server 

2 
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Data overflow 

ID Parameter Evaluation Residual risk Tags Level 

24.1 How does the 

module cope with 
data overflow?  

  #Device 

#Server 

1 

24.2 Is it defined to what 

extend the module 
can handle data 

overflow? 

  #Device 

#Server 

1 

24.3 In a situation of 
data overflow, are 

there a safety mode 

implemented? 

  #Device 
#Server 

2 

 

Data integrity 

ID Parameter Evaluation Residual risk Tags Level 

25.1 Are there any data 

integrity 
implementations in 

the module? 

  #Device 

#Server 

1 

25.2 Does the data have 
any traceability? 

  #Device 
#Server 

1 

 

Network technology 

ID Parameter Evaluation Residual risk Tags Level 

26.1 What network 

technology is 
implemented, and is 

it documented? 

  #Device 

#Network 

1 

26.2 Why was that 
technology chosen? 

  #Device 
#Network 

1 

26.3 Does the packet 

error rate stay 
above minimum? 

  #Device 

#Network 

1 

 

Power consumption 

ID Parameter Evaluation Residual risk Tags Level 

27.1 Is the module 
battery powered? 

  #Device 
#Network 

1 

27.2 Is the consumption 

known?  

  #Device 

#Network 

1 

27.3 Does the module 
let the operator 

know the battery 
status? 

  #Device 
#Network 

1 

 

Network range 

ID Parameter Evaluation Residual risk Tags Level 
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28.1 Have you defined 
the maximum 

operating length 
of the module, for 

the costumer? 

  #Device 
#Network 

1 

28.2 What is the 
needed link 

budget? 

  #Device 
#Network 

2 

28.3 What is the actual 
link budget? 

  #Device 
#Network 

3 

 

Network stability 

ID Parameter Evaluation Residual risk Tags Level 

29.1 Are there continuous 
monitoring on the 

network? 

  #Device 
#Network 

1 

29.2 Does the network 
stay above minimum 

stability 

requirements, 
specified in the 

documentation, at all 
times? 

  #Device 
#Network 

2 

 

Measurements 

ID Parameter Evaluation Residual risk Tags Level 

30.1 Is the module 

calibrated? 

  #Device  1 

30.2 Is the resolution of 

the measurement 

satisfactory for the 
purpose? 

  #Device  2 

30.3 Are there any 
tracebility in the data 

link of the 

measurements? 

   3 

 

Security policies and processes 

Policy for addressing risks 

ID Parameter Evaluation Residual risk Tags Level 

31.1 Has a policy for 

addressing risks 

been established? 

  #Device 

#Network 

#Server 
#UI 

2 

 

Vulnerability disclosure 

ID Parameter Evaluation Residual risk Tags Level 
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32.1 Which recognised 
process(es) are you 

using for identifying 
security 

vulnerabilities? 

  #Device 
#Network 

#Server 
#UI 

1 

32.2 Which notification 
process(es) are you 

using for notifying 
users of any 

disclosed 

vulnerabilities? 

  #Device 
#Network 

#Server 
#UI 

2 

32.3 What are the 

response steps for 
vulnerability 

disclosure? 

  #Device 

#Network 
#Server 

#UI 

2 

32.4 Do you provide a 
public point of 

contact for reporting 

and communicating 
the security 

issues/vulnerabilities? 

  #Device 
#Network 

#Server 

#UI 

2 

 

Security policy 

ID Parameter Evaluation Residual risk Tags Level 

33.1 Do you have a well-

stated document 

outlining how to 
protect physical and 

information 
technology assets of 

the 

organisation/product? 

  #Device 

#Network 

#Server 
#UI 

2 

33.2 How do your security 

policies handle 
confidentiality, 

integrity and 

availability? 

  #Device 

#Network 
#Server 

#UI 

3 

33.3 Are your security 

policies compliant 

with known 
standards? 

  #Device 

#Network 

#Server 
#UI 

3 

33.4 How do you handle 

the continuous 
update of security 

policies? 

  #Device 

#Network 
#Server 

#UI 

3 

 

Security updates 

ID Parameter Evaluation Residual risk Tags Level 

34.1 Which notification 
process are you 

using for notifying 

  #Device  
#Network 

#Server 

#UI 

2 
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users of any security 
updates? 

34.2 How do you perform 
security updates? 

  #Device 
#Network 

#Server 

#UI 

1 

34.3 How do you handle 

security updates of 

the devices with 
limited resources, 

e.g., energy (e.g. 
button battery), 

computation (e.g. 
cryptography), or 

communication (e.g. 

low bandwidth)? 

  #Device  2 

34.4 How do you manage 

and maintain the 

integrity and 
availability of the 

device during 
security updates? 

  #Device  2 

34.5 Who is responsible 

for controlling, 
logging and auditing 

of the update 
process? 

  #Device 

#Network 
#server 

#UI 

2 

 

Risk assessment 

ID Parameter Evaluation Residual risk Tags Level 

35.1 Which methodology 
are you using for risk 

assessment? 

  #Device 
#Network 

#Server 
#UI 

3 

35.2 Has a risk 

assessment been 
performed before 

deployment and on 
an ongoing basis 

afterwards? 

  #Device 

#Network 
#Server 

#UI 

2 

35.3 How do you mitigate  
the identified 

threats? 

  #Device 
#Network 

#Server 
#UI 

2 

 

Security by design 

Secure boot 

ID Parameter Evaluation Residual risk Tags Level 

36.1 Do you have a 

secure boot process?  

  #Device 1 
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36.2 Do you check for 
validity of code 

before each stage of 
the boot? 

  #Device 1 

36.3 How do you store 

crucial data items? 

  #Device 1 

36.4 How do you ensure 

that the OS is 

securely booted? 

  #Device 1 

36.5 Answer only if yes to 

36.1: Is the secure 
boot process enabled 

by default? 

  #Device 1 

 

Secure OS 

ID Parameter Evaluation Residual risk Tags Level 

37.1 Does the OS  include 

only necessary 
components for 

supporting the 
functions of the 

device? 

  #Device 2 

37.2 How do you update 
(thoroughly tested) 

OS components to 

the latest stable 
versions throughout 

the lifetime of a 
deployed device? 

  #Device 2 

37.3 What are the access 

right permissions for 
users/applications 

and administrator to 
perform the required 

functions? 

  #Device 2 

37.4 Are all unused ports, 
protocols and 

services disabled? 

  #Device 1 

37.5 Are all applicable 
security features 

supported by the OS 
enabled and is the 

OS only accessible 

via defined secure 
interfaces? 

  #Device 1 

37.6 Are third party 

software libraries 
audited, managed 

and monitored? 

  #Device 3 
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Fail-safe 

ID Parameter Evaluation Residual risk Tags Level 

38.1 How do you report 

the failure of the 
system? 

  #Device 

#Server 

3 

38.2 How do you respond 

to (or recover from) 
the system’s failures 
such that it leaves it  

in a known safe 
state? 

  #Device 

#Server 

1 

38.3 How do you respond 

to (or recover from) 
the update failures 

such that it leaves a 
device in a known 

safe state? 

  #Device 

#Server 

1 

38.4 How do you 
guarantee 

confidentiality, 
integrity and 

availability of data in 

case of a failure? 

  #Device 
#Server 

1 

38.5 Is a watchdog timer 

implemented? 

  #Device 3 

 

Anti-rollback 

ID Parameter Evaluation Residual risk Tags Level 

39.1 How do you protect 

against unauthorised 
reversion of the 

software to a 
potentially less 

secure version? 

  #Device 1 

 

End-of-life policy 

ID Parameter Evaluation Residual risk Tags Level 

40.1 Is an end-of-life 

policy  defined? 

  #Device  3 

40.2 Does it state the 

minimum length of 

time for which a 
device will receive 

software updates 
and the reasons for 

the length of the 
support period? 

  #Device  3 
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Software updates 

ID Parameter Evaluation Residual risk Tags Level 

41.1 How do you 

cryptographically 
validate the integrity 

and authenticity of a 

software update 
package before 

installation begins? 

  #Device 

#Network 
#Server 

#UI 

1 

41.2 Which encryption 
techniques do you 

use for encrypting 
update packages?  

  #Device 
#Network 

#Server 
#UI 

1 

41.3 What is the process  

when a device 
cannot verify 

authenticity of 
updates? 

  #Device 

#Network 
#Server 

#UI 

1 

41.4 Is there a secure 

provisioning of 
cryptographic keys 

for updates during 

manufacturing? 

  #Device 

#Network 
#Server 

#UI 

1 

41.5 Are software update 

packages transmitted 
to the device using 

an encrypted 

transmission 
channel? 

  #Device 

#Network 
#Server 

1 

 

Unique device identifier 

ID Parameter Evaluation Residual risk Tags Level 

42.1 Does the product 

contain a unique 

device identifier?  

  #Device  3 

42.2 Answer only if yes to 

42.1: Is the device 
identifier tamper-

resistant? 

  #Device  3 

42.3 Answer only if yes to 
42.1: Is the device 

identifier disclosed in 

communication with 
the device thus 

enabling 
unintentional 

tracking and 
identification of the 

device? 

  #Device 
#Network 

2 
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Passwords 

Unique initial password 

ID Parameter Evaluation Residual risk Tags Level 

43.1 Is the initial 
password unique to 

the device and not 

resettable to any 
universal factory 

default value? 

  #Device 
#Network 

#Server 

#UI 

1 

 

Password structure and requirements 

ID Parameter Evaluation Residual risk Tags Level 

44.1 What is the minimum 
length of a 

password? 

  #Device 
#Network 

#Server 

#UI 

1 

44.2 What is the set of 

allowable special 
characters? 

  #Device 

#Network 
#Server 

#UI 

2 

44.3 How do you handle 
the policies regarding 

password changes 

(such as enforce 
change after initial 

login, enforce 
password expiry, 

limit the number of 
previously used 

passwords)? 

  #Device 
#Network 

#Server 

#UI 

1 

44.4 What are the 
protection measures 

against brute force 

and dictionary 
attacks? 

  #Device 
#Network 

#Server 

#UI 

1 

44.5 How do you handle 

the display of the 
password? 

  #Device 

#Network 
#Server 

#UI 

1 

 

Password (credential) storage 

ID Parameter Evaluation Residual risk Tags Level 

45.1 Where are the 
passwords 

(credentials) stored? 

  #Device 
#Network 

#Server  

1 

45.2 How are the 
passwords 

(credentials) 
accessed? 

  #Device 
#Network 

#Server 

1 
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45.3 How are the 
passwords 

(credentials) 
updated? 

  #Device 
#Network 

#Server 

1 

 

Password (credential) management 

ID Parameter Evaluation Residual risk Tags Level 

46.1 Do you use multi-

factor authentication, 

in particular for 
accessing sensitive 

data? 

  #Device 

#Network 

#Server 
#UI 

2 

46.2 How are the 

passwords sent 

across the network? 

  #Network  1 

46.3 How does a “factory 
reset” function work? 

  #Device 

#Network 

#Server 
#UI 

2 

46.4 How do you handle 
anonymous or guest 

user accounts? 

  #Device 
#Network 

#Server 

#UI 

1 

 

Password (credential) encryption 

ID Parameter Evaluation Residual risk Tags Level 

47.1 Which industry 
standard 

cryptographic 

algorithm do you use 
for storing the 

passwords 
(credentials)?  

  #Device 
#Network 

#Server 

#UI 

1 

47.2 How do you handle 

the encryption of the 
passwords 

(credentials) in 
transit? 

  #Device 

#Network 
#Server 

#UI 

1 

47.3 How do you perform 

the encryption of a 
password/credential? 

  #Device 

#Network 
#Server 

#UI 

1 

 

Cryptography 

Digital certificates 

ID Parameter Evaluation Residual risk Tags Level 

48.1 How are the digital 
certificates created, 

  #Device 
#Network 

1 
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stored and 
managed? 

#Server 
#UI 

48.2 What is the process 
of updating the 

digital certificates? 

  #Device 
#Network 

#Server 

#UI 

3 

48.3 How are the digital 

certificates being 

revoked? 

  #Device 

#Network 

#Server 
#UI 

3 

48.4 Do you use a unique 
certificate for a 

device? 

  #Device 
#Network 

#Server 

#UI 

2 

48.5 Does the device used 

self-signed digital 

certificates? 

   3 

48.6 Does the device 

support the use of 
Certificate Authority 

signed digital 

certificates? 

   3 

 

Encryption 

ID Parameter Evaluation Residual risk Tags Level 

49.1 Which encryption 
algorithm is being 

used? 

  #Device 
#Network 

#Server 

1 

49.2 What is being 
encrypted (e.g., 

data, communication, 
etc.)? 

  #Device 
#Network 

#Server  

1 

49.3 Do you use the latest 

version of relevant 
protocols? 

  #Device 

#Network 
#Server 

1 

49.4 How are you 

handling the 
potential threats to 

encryption of data at 
rest (such as stolen 

ciphertext attacks, 

insider attacks, 
ransomware 

attacks)? 

  #Device 

#Network 
#Server 

#UI 

2 

49.5 How is support for 
encryption algorithms 

removed when they 
are no longer 

considered secure? 

  #Device 
#Server 

3 
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Key management 

ID Parameter Evaluation Residual risk Tags Level 

50.1 Which key 

management system 
is being used? 

  #Device 

#Network 
#Server 

#UI 

2 

50.2 How/where are keys 
(such as encryption 

keys, communication 

keys, etc.) stored? 

  #Device 
#Network 

#Server 

2 

50.3 What is the process 

of updating/changing 

the keys? 

  #Device 

#Network 

#Server 
#UI 

3 

50.4 How are encryption 
keys securely 

(remotely) replaced? 

  #Device 
#Network 

#Server 

#UI 

3 

50.5 Do you use unique 

keys per device for 

public/private key 
cryptography? 

  #Device 

#Network 

#Server 
#UI 

2 

 

Data security 

Data validation 

ID Parameter Evaluation Residual risk Tags Level 

51.1 Which data validation 

methods are being 
used to check input 

data as well as data 
being transferred 

over interfaces? 

  #Device 

#Network 
#Server 

#UI 

1 

51.2 What are the rules 
for ensuring data 

integrity (e.g., type, 
range, format)? 

  #Device 
#Network 

#Server 
#UI 

1 

51.3 How do you review 

and resolve input 
data validation 

errors?  

  #Device 

#Network 
#Server 

#UI 

1 

51.4 Is input data 
validation being 

maintained in 
accordance with 

industry practiced 

methods? 

  #Device 
#Network 

#Server 
#UI 

1 

51.5 How do you perform 

anomaly detection? 

  #Device 

#Network 

#Server 
#UI 

1 
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Data privacy 

ID Parameter Evaluation Residual risk Tags Level 

52.1 How do you ensure 

the protection of 
(personal) data? 

  #Device 

#Network 
#Server 

#UI 

2 

52.2 How do you monitor 
and alert activity on 

(personal) data? 

  #Device 
#Network 

#Server 

#UI 

3 

52.3 How do you inform/ 

notify users about 

their personal data 
protection and the 

possibility of 
removing it? 

  #Device 

#Network 

#Server 
#UI 

3 

52.4 What are the access 

rights to (personal) 
data? / How do you 

manage access to 
(personal) data? 

  #Device 

#Network 
#Server 

#UI 

3 

52.5 How do you perform 

data encryption / 
anonymisation (both 

when stored and if 
communicated out of 

the device)? 

  #Device 

#Network 
#Server 

#UI 

2 

 

Data retention policy 

ID Parameter Evaluation Residual risk Tags Level 

53.1 What are the data 

retention policies of 
the organisation 

(policies describing 

archiving data, 
keeping data, 

organising it for later 
search and access, 

disposing data that is 
no longer needed)? 

  #Device 

#Network 
#Server 

#UI 

3 

53.2 Are the data 

retention policies 
documented and 

available for use? 

  #Device 

#Network 
#Server 

#UI 

3 

53.3 How do you perform 
the permanent 

deletion of the 
retained data? 

  #Device 
#Network 

#Server 
#UI 

3 
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Network security 

Authentication 

ID Parameter Evaluation Residual risk Tags Level 

54.1 Which authentication 
(communication) 

protocol is being 

used? 

  #Device 
#Network 

#Server 

#UI 

1 

54.2 Do you require re-

authentication for 
sensitive features?  

  #Device 

#Network 
#Server 

#UI 

2 

54.3 Is logging and 
monitoring of 

authentication 

functions enabled? 

  #Device 
#Network 

#Server 

#UI 

3 

54.4 Is authentication 

performed for every 
incoming connection 

or for the destination 

before sending 
sensitive data?  

  #Device 

#Network 
#Server 

#UI 

2 

54.5 How do you 

implement the 
session idle logout 

timeout function?  

  #Device 

#Network 
#Server 

#UI 

3 

 

Firewall 

ID Parameter Evaluation Residual risk Tags Level 

55.1 Do you run a firewall 
on the device? 

  #Device 
#Network 

1 

55.2 Answer only if yes to 

55.1: Is the firewall 
configured correctly 

and is the 

configuration 
documented? 

  #Device  

#Network  

1 

55.3 Answer only if yes to 
55.1: What type of 

firewalls are being 

used? 

  #Device  
#Network 

2 

55.4 Do you have an 

antivirus software or 

intrusion prevention 
system? 

  #Device  

#Network 

2 

55.5 Answer only if yes to 
55.1: Does the 

firewall report 

activity to log file or 
syslog for 

monitoring? 

  #Device  
#Network 

3 
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Encryption 

ID Parameter Evaluation Residual risk Tags Level 

56.1 Which encryption 

protocol do you use 
for encrypting 

communication over 

the network?  

  #Network 1 

56.2 Which encryption 

protocol do you use 

for encrypting data in 
transit and at rest? 

  #Device  

#Network 

#Server 
#UI 

1 

56.3 How is support for 

encryption 
algorithms removed 

when they are no 
longer considered 

secure? 

  #Device 

#Network 

3 

 

Mitigation of (D)DoS and potential attack surface 

ID Parameter Evaluation Residual risk Tags Level 

57.1 Which prevention 

and response tools 
for (D)DoS attack is 

being used? 

  #Network 3 

57.2 How do you monitor 

and handle potential 

network attacks? 

  #Network 3 

57.3 Can device state be 

monitored remotely 

via network to verify 
whether it is online 

or not? 

  #Device 

#Network 

2 

 

Application security 

Input validation  

ID Parameter Evaluation Residual risk Tags Level 

58.1 How do you perform 
input sanitisation?  

  #Device 
#Network 

#Server 
#UI 

1 

 

Authorisation 

ID Parameter Evaluation Residual risk Tags Level 

59.1 What are the access  

control policies? 

  #Device 

#Network 

#Server 
#UI 

2 

59.2 How is the 

maintenance of 

  #Device 

#Network 

3 
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authorisation data 
handle (e.g., change 

or remove a user’s 
authorisation)? 

#Server 
#UI 

59.3 To which resources 

had the application 
access to? 

  #Device 

#Network 
#Server 

#UI 

2 

59.4 Does the 
implemented 

authorisation 
mechanisms support 

the principle of least 
privilege? 

  #Device 
#Server 

#UI 

2 

 

Data encryption 

ID Parameter Evaluation Residual risk Tags Level 

60.1 Which encryption 
method is used for 

encrypting a 
message before 

sending it? 

  #Device 
#Network 

#Server 
#UI 

1 

60.2 Is data management 
compliant with in-

country data 
processing 

regulations? 

  #Device 
#Network 

#Server 
#UI 

3 

 

Securing production tests and calibration software 

ID Parameter Evaluation Residual risk Tags Level 

61.1 Is the security design 

of application 
documented?  

  #Device 

#Network 
#Server 

#UI 

2 

61.2 Which techniques are 
used for isolating 

applications from 
each other? 

  #Device 
#Network 

#Server 
#UI 

2 

61.3 Are security concerns 

considered at all 
stages of the 

software 
development 

lifecycle?  

  #Device 

#Network 
#Server 

#UI 

2 

61.4 How do you perform  
security logging and 

monitoring? 

  #Device 
#Network 

#Server 

#UI 

3 

61.5 What is the impact 

on the 

application/system if 

  #Device 

#Network 

#Server 
#UI 

3 
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network connectivity 
is lost? 

61.6 Does the application 
disclose unnecessary 

internal or sensitive 

information in error 
messages? 

  #Device 
#Network 

#Server 

#UI 

2 

61.7 Are any applications 

connected to the 
device (such as 

mobile applications, 
remotes, web 

applications etc.) 
audited and 

approved? 

  #Network 

#Server 
#UI 

1 

 

Secure supply chain and production 

Installation and removal 

ID Parameter Evaluation Residual risk Tags Level 

62.1 What are the guidelines 
for the setup of the 

device(s) in order to 

maintain the end user’s 
privacy and security? 

  #Device 
#UI 

1 

62.2 Do the guidelines follow 

security best practices on 
usability? 

  #Device 

#UI 

3 

62.2 What are the guidelines 
for the removal and/or 

disposal of the device(s) 

in order to maintain the 
end user’s privacy and 
security? 

  #Device  
#UI 

3 

62.3 What are the guidelines 
for the removal and/or 

disposal of the device(s) 
in order to maintain the 

device/system/application 

security (config files, 
certificates, data etc.) 

  #Device 3 

 

Ownership proof 

ID Parameter Evaluation Residual risk Tags Level 

63.1 Is there an ownership 

proof? 

  #Device 3 

63.2 Answer only if yes to 
63.1: Is the ownership 

proof cryptographically 
protected? 

  #Device 3 
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63.3 How do you transfer and 
extend the ownership 

proof?  

  #Device 3 

63.4 Is this process based on 

open standards?  

  #Device 3 

 

Securing production tests and calibration software 

ID Parameter Evaluation Residual risk Tags Level 

64.1 How do you secure 

production tests and 
calibration software upon 

completion? 

  #Device 3 

64.2 Is hardware based 
development/debug 

connections such as 
JTAG, UART, SPI etc. 

readily available for 

tampering and 
exploitation on device? 

  #Device 1 

 

Vulnerability assessment 

ID Parameter Evaluation Residual risk Tags Level 

65.1 How do you perform 

vulnerability 
assessment? 

  #Device 

#Network 
#Server 

#UI 

2 

65.2 How often do you 
perform vulnerability 

assessment? 

  #Device 
#Network 

#Server 

#UI 

3 

65.3 What is the process for 

risk evaluation, 
mitigation and 

acceptance of identified 

vulnerabilities? 

  #Device 

#Network 
#Server 

#UI 

3 

 

Privacy impact assessment 

ID Parameter Evaluation Residual risk Tags Level 

66.1 How do you perform 
privacy impact 

assessment? 

  #Device 
#Network 

#Server 

3 

66.2 Which approaches do 
you use for safeguarding 

user privacy? 

  #Device 
#Network 

#Server 

3 
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Safe and secure for the customer 

Maintenance of libraries 

ID Parameter Evaluation Residual risk Tags Level 

67.1 How do you maintain 
the libraries used within 

the product? 

  #Device 
#Network 

#Server 

#UI 

2 

 

Secure ownership transfer 

ID Parameter Evaluation Residual risk Tags Level 

68.1 How do you perform an 
ownership transfer? 

  #Device 3 

68.2 How do you handle 

personal information of 
an owner during 

ownership transfer?  

  #Device 3 

 

Software update policy 

ID Parameter Evaluation Residual risk Tags Level 

69.1 How do you manage 
device updates, in 

particular deployment of 

critical updates? 

  #Device 1 

69.2 How do you maintain 

the software versions 

deployed on devices? 

  #Device 1 

69.3 How do you maintain an 

active record of all 
connected devices? 

  #Device 2 

69.4 How do you identify 

non-updateable devices 
and ensure that such 

devices are prevented 

from compromising the 
security of the system? 

  #Device 1 

69.5 How do you manage the 
end-of-life of a device? 

  #Device 2 

 

Privacy and security maintenance guidelines 

ID Parameter Evaluation Residual risk Tags Level 

70.1 What are the user’s  
responsibilities to 

maintain the devices 
and/or services privacy 

and security? 

  #Device 
#UI 

2 

70.2 Are those responsibilities 
clearly stated? 

  #Device 
#UI 

2 

70.3 What are the guidelines 

for setting up a device 

  #Device 

#UI 

2 
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such that the end user’s 
privacy and security is 

maintained? 

70.4 What are the guidelines 

for carrying out the 

removal and/or disposal 
of a device such that the 

end user’s privacy and 
security is maintained?  

  #Device 

#UI 

2 

 

Cloud security 

Data privacy 

ID Parameter Evaluation Residual risk Tags Level 

71.1 How a third-party cloud 

provider handles data 
privacy? 

  #Network 3 

71.2 How does cloud service 

provider ensure the data 
isolation? 

  #Network 2 

71.3 How is data 

confidentiality handled? 

  #Network 3 

71.4 How is access control 

handled? 

  #Network 2 

71.5 How is data integrity is 
ensured? 

  #Network 3 

71.6 Does the cloud provider 

have backup access to 
data if primary 

encrypted keys are 
lost/deleted? 

  #Network 3 

 

Software update policy 

ID Parameter Evaluation Residual risk Tags Level 

72.1 How does a third-party 
cloud provider handle 

software updates? 

  #Network 2 

72.2 Are all cloud elements 

have the latest versions 

of the security updates?  

  #Network 2 

 

Passwords 

ID Parameter Evaluation Residual risk Tags Level 

73.1 Who is responsible for 
identity management 

system (customer or 
cloud provider)? 

  #Network 2 

73.2 How does a third-party 

cloud provider handle 

  #Network 2 
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the passwords and 
credentials? 

 

Scalability by design 

For which system dimensions do you need scalability 

ID Parameter Evaluation Residual risk Tags Level 

74.1 Will the number of 

devices in your system 
increase substantially in 

the future? 

  #Device 

#Network 
#Server 

#UI 

1 

74.2 Will the number of users 

increase substantially in 

the future? 

  #Device 

#Network 

#Server 
#UI 

1 

74.3 Will the number of 

messages sent/received 
per second increase 

substantially in the 
future?   

  #Device 

#Network 
#Server 

#UI 

1 

74.4 Will the amount of data 

processed increase 
substantially in the 

future? 

  #Device 

#Network 
#Server 

#UI 

2 

 

Degree of scalability  

ID Parameter Evaluation Residual risk Tags Level 

75.1 For each system 

dimension (#devices, 
#users, #messages per 

sec, amount of data) 
that needs to be 

scalable, what is the 
expected scale (10s, 

100s, 1000s, global 

scale)? 

  #Device 

#Network 
#Server 

#UI 

1 

75.2 Is there a hard upper 

limit for each system 

dimension? 

  #Device 

#Network 

#Server 
#UI 

2 

75.3 What is the expected 
rate of scaling (e.g., 

doubling every year, 

month, week, …)?   

  #Device 
#Network 

#Server 

#UI 

3 

 

Segmentation 

ID Parameter Evaluation Residual risk Tags Level 

76.1 Can each system 
dimension (#devices, 

#users, #messages per 

  #Device 
#Network 

3 
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sec, amount of data) be 
segmented so that 

different segments have 
different scalability 

needs (e.g. by user, 
purpose, geography)? 

#Server 
#UI 

 

Sensing scalability 

Connectivity 

ID Parameter Evaluation Residual risk Tags Level 

77.1 Do you use high 

bandwidth 
communication (WiFi, 

Ethernet, 4G, ..)? 

 Each device might 

easily have higher 
bandwidth than 

server – designing 

for peak load may 
be expensive 

#Device  

#Network 
#Server 

#UI 

1 

77.2 Do you use low 

bandwidth 
communication (LoRa, 

Sigfox, ZigBee, 
Bluetooth LE, ..)? 

 • Device/gateway 

connection likelye 

to be main 
bottleneck. SigFox 

ex:  

• 2 bytes per 
packet @ 100bps 

~ 2 sec per 
packet; 

• Theoretical max 

of 30 packets per 

minute = 360 
bytes/minute 

~21kB/h/device; 

• NIC @ 1Gbps can 
handle data from 
10.000 devices 

 

#Device 

#Network 
#Server 

#UI 

1 

 

Data flow 

ID Parameter Evaluation Residual risk Tags Level 

78.1 If data flows at a 

constant rate in your 
system, what is the 

worst-case rate? 

  #Device 

#Network 
#Server 

#UI 

2 

78.2 If data comes in bursts 
in your system, are 

there predictable 

patterns in the flow 
based on, e.g., 

geography, time of day, 
weather, ..? 

  #Device 
#Network 

#Server 

#UI 

2 
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78.3 Is degraded 
performance at peak 

load acceptable? 

  #Device 
#Network 

#Server 
#UI 

3 

78.4 Do you buffer data in 

leaf nodes? 

  #Device 

#Network 
#Server 

#UI 

3 

78.5 Does data processing 
have to be done in real-

time? 

  #Device 
#Network 

#Server 
#UI 

2 

 

Processing scalability 

Software architecture 

ID Parameter Evaluation Residual risk Tags Level 

79.1 Can your solution utilize 

cloud platforms for 
scaling processing 

capacity? 

  #Device 1 

 

Rate of calculation 

ID Parameter Evaluation Residual risk Tags Level 

80.1 What is your need for 

timeliness: can you do 
batch processing or do 

you need real-time 
processing? 

  #Device 1 

 

Scope of calculation 

ID Parameter Evaluation Residual risk Tags Level 

81.1 Do you perform 

calculation locally on 

devices? 

  #Device 

#Network 

#Server  

1 

81.2 Does your use case 

include the need for 

aggregated calculations 
across data 

segmentation 
boundaries, e.g., by 

tenant, user or area? 

  #Device 

#Network 

#Server 
#UI 

2 

81.3 For time-series data, 
can your calculation 

complexity be reduces 
by looking only at a 

limited data set, e.g., 

time-windows? 

  #Device 
#Network 

#Server 
#UI 

1 
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Storage 

ID Parameter Evaluation Residual risk Tags Level 

82.1 Can data storage be 

partitioned (by 
geography, tenant, 

purpose, ..)? 

  #Server 

#UI 

2 

 

Software architecture 

ID Parameter Evaluation Residual risk Tags Level 

83.1 Do you use traditional 

software architecture 
rather than cloud-based 

approaches? 

  #Server 

#UI 

1 

 

Interoperability 

ID Parameter Evaluation Residual risk Tags Level 

84.1 What systems will this 

system interoperate 
with immediately? 

  #Device 

#Network 
#Server 

#UI 

1 

84.2 What other systems are 
anticipated? 

  #Device 
#Network 

#Server 
#UI 

1 

84.3 What functionality from 

this system needs to be 
exposed as a service in 

a service oriented 
architecture? 

  #Device 

#Network 
#Server 

#UI 

1 

84.4 What functionality from 

this system needs to be 
exposed as a Web 

service or via a portal? 

  #Device 

#Network 
#Server 

#UI 

1 

 

Maintainability 

ID Parameter Evaluation Residual risk Tags Level 

85.1 Are there concerns 

about the ability to hire 
appropriate technology 

skills, attract them to 
the area at reasonable 

prices? 

  #Device 

#Network 
#Server 

#UI 

1 

85.2 What kinds of changes 
are anticipated in the 

first rounds of 

maintenance and what 
are their relative 

priority? 

  #Device 
#Network 

#Server 

#UI 

1 

85.3 What sort of regression 

testing is required to 

  #Device 

#Network 

2 
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ensure that 
maintenance changes 

do not degrade existing 
functionality? 

#Server 
#UI 

85.4 What sort of 

maintenance 
documentation is 

expected to be 
produced and when? 

  #Device 

#Network 
#Server 

#UI 

2 

85.5 What code quality 

conventions are used 
(unit tests, code 

coverage, code 
comments, source code 

tracked changes, 

continuous integration)? 

  #Device 

#Network 
#Server 

#UI 

3 

 

Flexibility 

ID Parameter Evaluation Residual risk Tags Level 

86.1 Is there system 
behavior that needs to 

be changed regularly 

without program 
changes? 

  #Device 
#Network 

#Server 

#UI 

2 

86.3 Are there run-time rules 
that can be handled 

using a rules 

interpretation engine? 

  #Device 
#Network 

#Server 

#UI 

3 

86.4 Are there functions that 

should be user scripted? 

  #Device 

#Network 

#Server 
#UI 

2 

 

Configurability 

ID Parameter Evaluation Residual risk Tags Level 

87.1 What parameters need 

to be set on a machine-
by-machine basis? 

  #Device 

#Network 
#Server 

#UI 

1 

 

Personalizability 

ID Parameter Evaluation Residual risk Tags Level 

88.1 What aspects of the 

system can be 
customized on a per-

user basis? 

  #Device 

#Network 
#Server 

#UI 

1 

88.2 How does the user 
change these settings? 

  #Device 
#Network 

#Server 
#UI 

1 
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88.3 What is the strategy for 
defaults? 

  #Device 
#Network 

#Server 
#UI 

1 

 

Usability 

ID Parameter Evaluation Residual risk Tags Level 

89.1 Are there operations 

that need to be done as 

quickly as possible, so 
that user gestures 

should be minimized? 

  #Device 

#Network 

#Server 
#UI 

1 

89.2 Are there difficult or 

occasional-user 

operations that require 
non-standard 

presentations to help 
the user perform 

correctly? 

  #Device 

#Network 

#Server 
#UI 

1 

89.3 What is the balance 
between data integrity 

and the ability to stop in 

a "work in progress" 
state? 

  #Device 
#Network 

#Server 

#UI 

1 

89.4 What styles of validation 
are used in what 

situations? 

  #Device 
#Network 

#Server 

#UI 

1 

89.5 What sort of training 

deliverables are 

expected? 

  #Device 

#Network 

#Server 
#UI 

1 

 

Portability 

ID Parameter Evaluation Residual risk Tags Level 

90.1 What is data portability 

between this system 
and other systems? 

  #Device 

#Network 
#Server 

#UI 

1 

90.2 What legal standards 
apply? 

  #Device 
#Network 

#Server 
#UI 

1 

90.3 What technical 

standards apply? 

  #Device 

#Network 
#Server 

#UI 

1 

90.4 What development 
standards apply? 

  #Device 
#Network 

#Server 

#UI 

1 



 

47 

90.5 What testing and review 
standards apply? 

  #Device 
#Network 

#Server 
#UI 

1 

 

Responsiveness 

ID Parameter Evaluation Residual risk Tags Level 

91.1 

 

What are the expected 

and upper limit 

response times per 
operation in the 

system? 

  #Device 

#Network 

#Server 
#UI 

1 

91.2 What is the trade-off 

between lower averages 

and wider variations in 
response time? 

  #Device 

#Network 

#Server 
#UI 

2 

 

Upgradeability 

ID Parameter Evaluation Residual risk Tags Level 

92.1 Do the servers need to 

be upgraded while 

running? 

  #Device 

#Network 

#Server 
#UI 

1 

92.2 How many client 
stations need to be 

upgraded, and what are 

the costs and 
mechanisms for 

upgrading them? 

  #Device 
#Network 

#Server 

#UI 

1 

92.3 How often do different 
kind of fixes need to be 

distributed? 

  #Device 
#Network 

#Server 
#UI 

1 

 

Auditability / traceability 

ID Parameter Evaluation Residual risk Tags Level 

93.1 What record of who did 

what-when must be 

maintained and for how 
long? 

  #Device 

#Network 

#Server 
#UI 

1 

93.2 Who accesses the audit 

trails? 

  #Device 

#Network 
#Server 

#UI 

1 

93.3 How the audit trails are 

being accessed? 

  #Device 

#Network 

#Server 
#UI 

1 

93.4 Is archive to tape or 

other off-site storage 
media required? 

  #Device 

#Network 

1 
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#Server 
#UI 

93.5 Is "effective dating" 
required? 

  #Device 
#Network 

#Server 

#UI 

1 

 

Administrability 

ID Parameter Evaluation Residual risk Tags Level 

94.1 What live usage 
information needs to be 

displayed? 

  #Device 
#Network 

#Server 
#UI 

1 

94.2 To who, how and when 

information needs to be 
displayed? 

  #Device 

#Network 
#Server 

#UI 

1 

94.3 What "live" interventions 
are required? 

  #Device 
#Network 

#Server 
#UI 

1 

94.4 What ability to handle 

remote configurations 
are required? 

  #Device 

#Network 
#Server 

#UI 

2 

 

Reliability 

ID Parameter Evaluation Residual risk Tags Level 

95.1 Are there components 

with reliabilities that are 
known to be less than 

the required reliability of 
the system? 

  #Device 

#Network 
#Server 

#UI 

2 

95.2 What strategies are 

currently in place to 
build more reliable 

capabilities out of less 

reliable capabilities? 

  #Device 

#Network 
#Server 

#UI 

1 

95.3 What is the expected 

mean time to failure by 
failure severity by 

operation? 

  #Device 

#Network 
#Server 

#UI 

1 

95.4 How will reliability be 
assessed prior to 

deployment? 

  #Device 
#Network 

#Server 

#UI 

2 
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Scalability 

ID Parameter Evaluation Residual risk Tags Level 

96.1 Peak load of how many 

users doing what kinds 
of operations? 

  #Device 

#Network 
#Server 

#UI 

1 

96.2 What dimensions can be 
scaled, e.g., more CPUs, 

more memory, more 

servers, geographical 
distribution? 

  #Device 
#Network 

#Server 

#UI 

1 

96.3 Is the primary scaling 

strategy to "scale up" or 
to "scale out" -- that is, 

to upgrade the nodes in 
a fixed topology, or to 

add nodes? 

  #Device 

#Network 
#Server 

#UI 

1 

 

Performance 

ID Parameter Evaluation Residual risk Tags Level 

97.1 How quickly must the 

system respond to 
interactive operations of 

different kinds? 

  #Device 

#Network 
#Server 

#UI 

1 

97.2 What are the expected 

performance bottlenecks 
(e.g., CPU, 

communication links, 
DB, etc.)? 

  #Device 

#Network 
#Server 

#UI 

1 

97.3 Are there different 

classes of interactive 
operations that users 

have different tolerances 
/ expectations for? 

  #Device 

#Network 
#Server 

#UI 

2 

97.4 Is there data with a high 

read/write access ratio 

that can be cached in 
memory at different tiers 

in the architecture? 

  #Device 

#Network 

#Server 
#UI 

2 

97.5 Is there a batch 
window? If yes, do they 

have their own 
performance constraints, 

e.g., to clear the batch 

window before it closes? 

  #Device 
#Network 

#Server 
#UI 

2 

 




